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Blockchain: Hip or Hype
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Blockchain/DLT - Cryptocurrency
• October 2008 – White Paper entitled “Bitcoin: A Peer-to-Peer Electronic Cash 

System” written by Satoshi Nakamoto is published.

• Bitcoin’s valuation/market cap
(today)

• Ethereum’s valuation/market cap
(today)

Source: 
https://coinmarketcap.com/currencies
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https://coinmarketcap.com/currencies


Blockchain/DLT - Cryptocurrency
• Total cryptocurrency market capitalization: 223.3 billion

Source: https://medium.com/icobox-io/quarterly-cryptocurrency-and-ico-market-analysis-q3-2018-5e75961d931c

https://medium.com/icobox-io/quarterly-cryptocurrency-and-ico-market-analysis-q3-2018-5e75961d931c


Blockchain/DLT Has Gone Viral - Marketing



Blockchain/DLT Has Gone Viral - Environment



Blockchain/DLT Has Gone Viral – Supply Chain



Blockchain/DLT Has Gone Viral – Banking



Blockchain/DLT Has Gone Viral – Healthcare



Blockchain/DLT Has Gone Viral – Security



Blockchain/DLT Has Gone Viral – Government



Blockchain/DLT Has Gone Viral – Intellectual 
Property



Blockchain/DLT Non-Cryptocurrency Use Cases
• There are a variety of business use cases involving blockchain/DLT that 

are not cryptocurrency dependent:

• Health Care / Insurance

• Cyber Security

• Digital Identity

• Internet of Things

• Financial - Mortgages

• Blockchain: A Multi-Functional 'Swiss Army Knife' for Cybersecurity
https://www.scmagazineuk.com/blockchain-a-multi-functional-swiss-army-knife-for-cyber-

security/article/671040/
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Definitional Level Setting
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“BLOCKCHAIN TECHNOLOGY" MEANS DISTRIBUTED LEDGER 
TECHNOLOGY THAT USES A DISTRIBUTED, DECENTRALIZED, 
SHARED AND REPLICATED LEDGER, WHICH MAY BE PUBLIC OR 
PRIVATE, PERMISSIONED OR PERMISSIONLESS, OR DRIVEN BY 
TOKENIZED CRYPTO ECONOMICS OR TOKENLESS. THE DATA ON 
THE LEDGER IS PROTECTED WITH CRYPTOGRAPHY, IS 
IMMUTABLE AND AUDITABLE AND PROVIDES AN UNCENSORED 
TRUTH. 
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Statutory Language – AZ HB-2417



Bitcoin vs. “Blockchain” vs. “DLT”
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Blockchain Technologies

Cryptocurrencies

Bitcoin

Distributed	Database	Technologies

Distributed	Ledger	Technologies

• Bitcoin is the original cryptocurrency using 
a “blockchain” distributed ledger

• There are now numerous other blockchain 
cryptocurrencies (e.g. Ethereum, Litecoin, 
XRP)

• Blockchain technology is now being used 
as a platform for Distributed APPlicationS

• There are a number of different distributed 
ledger architectures (e.g., Hyperledger)

• Distributed ledgers are one type of 
decentralized data store…



Blockchain/DLT Building Blocks

• The Ledger
• “Blocks” of data
• Peer to Peer Network
• Protocol 
• Cryptography
• Consensus
• Permissioned (Closed) / Permission less (Open)
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Blockchain/DLT – Emerging Legal Issues

• Initial Coin Offering (ICOs)
• Digital Identity
• Blockchain Specific Legislation/Regulation
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Emerging Legal Issues - ICOs
• ICOs have emerged as an alternative to traditional Venture Capital for start-ups.
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Source: 
https://www.coinspeaker.com/2018/10/04/qu
arterly-ico-market-analysis-q3-2018/

https://www.coinspeaker.com/2018/10/04/quarterly-ico-market-analysis-q3-2018/


Emerging Legal Issues - ICOs
• ICOs generally involve the issuance of “tokens”. 
• The two most common type of token classifications are “utility tokens” and “security tokens”
• On 25 July 2017, the Security and Exchange Commission (SEC) issued an investigative report in 

connection with Decentralized Autonomous Organizations (DAOs) regarding the offering and sale 
of digital assets by "virtual" organizations that are subject to the requirements of the federal 
securities laws. See https://www.sec.gov/litigation/investreport/34-81207.pdf

• SEC v. W.J. Howey Co., 328 U.S. 293, 301 (1946)
• Four prong Howey test: 

1- There is an investment of money
2 - There is an expectation of profits
3 - The investment of money is in a common enterprise
4 - Any profit comes from the efforts of a promoter or third party

• The SEC has initiated a number of actions against non-compliant ICOs, see 
https://www.sec.gov/ICO
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https://www.sec.gov/litigation/investreport/34-81207.pdf
https://www.sec.gov/ICO


Blockchain/DLT – Digital Identity

• Cross-border transactions create jurisdictional and conflict of laws issues 

regarding verification of identity and access to Personal Data

• Tension between immutable blockchain records and the “right to be forgotten”

• Tension between clear text public blockchain records and data anonymization / 

pseudonymization obligations

• Some links:

• https://www.infonetworks.global/papers/InfoNetworks_UNOPS_RFI_submission.pdf

• https://press.vub.ac.be/vub-research-professor-mireille-hildebrandt-has-been-awarded-a-

prestigious-grant-by-the-european-research-council#) 

• https://www.coindesk.com/blockchains-personal-data-protection-regulations-explained/

• https://biglawbusiness.com/top-5-privacy-and-security-challenges-for-adopters-of-

blockchain-technology-in-health-care/

• https://www.hlengage.com/_uploads/downloads/5425GuidetoblockchainV9FORWEB.pdf

https://www.infonetworks.global/papers/InfoNetworks_UNOPS_RFI_submission.pdf
https://press.vub.ac.be/vub-research-professor-mireille-hildebrandt-has-been-awarded-a-prestigious-grant-by-the-european-research-council
https://www.coindesk.com/blockchains-personal-data-protection-regulations-explained/
https://biglawbusiness.com/top-5-privacy-and-security-challenges-for-adopters-of-blockchain-technology-in-health-care/
https://www.hlengage.com/_uploads/downloads/5425GuidetoblockchainV9FORWEB.pdf


Blockchain/DLT – Digital Identity – Trump 
Administration
• Treasury Report - A Financial System That Creates Economic 

Opportunities, Nonbank Financials, Fintech, and Innovation, 
Presidential Report in response to Executive Order 13772 (July 2018)

• This report (page 5) identified “digital legal identity” as one of four 
key areas thematic areas and specifically acknowledged that:

This report includes a limited treatment of blockchain and distributed ledger 
technologies. These technologies, as well as digital assets, are being explored 
separately in an interagency effort led by a working group of the Financial 
Stability Oversight Council. The working group is a convening mechanism to 
promote coordination among regulators as these technologies evolve. 



Blockchain/DLT – Digital Identity – Trump 
Administration
• Other technology developments that are poised to impact innovation 

in financial services include advances in cryptography and distributed 
ledger technologies, giving rise to blockchain-based networks. (Page 
8)

• This digital transformation of the economy and financial services 
requires wide-ranging changes to the U.S. regulatory system. For 
example, there is a need to modernize regulations for digitally 
communicating with consumers. Other regulations that should be 
implemented are discussed throughout this report and include: 
updating regulations to better facilitate secure access to digitized 
data, authentication of digital identity, and support for core financial 
service activities such as lending, payments, and investment advice. 
(Page 19)



Blockchain/DLT – Digital Identity – Trump 
Administration
• Digital Legal Identity 

Digital identity products and services hold promise for improving the trustworthiness, security, 
privacy, and convenience of identifying individuals and entities, thereby strengthening the 
processes critical to the movement of funds, goods, and data as the global economy races 
deeper into the digital age. Digital identity systems also have the potential to generate cost 
savings and efficiencies for financial services firms. For instance, trustworthy digital identity 
systems could improve customer identification and verification for onboarding and authorizing 
account access, general risk management, and antifraud measures. 

• Legal Identity 
Legal identity is distinct from broader concepts of personal and social identity. Legal identity is 
the specification of a unique natural or legal person that (1) is based on certain pre-specified 
characteristics or attributes of the person that are intended to establish the person’s 
uniqueness, (2) is recognized by the state under national law, and (3) ascribes legal rights and 
duties to that person. Proof of legal identity is required to open a bank, brokerage, or other 
account at a regulated financial institution. Digital legal identity uses electronic means to 
unambiguously assert and authenticate a real person’s unique legal identity.



Emerging Legal Issues – Legislative/Regulatory

• National Conference of State Legislatures
http://www.ncsl.org/research/financial-services-and-commerce/the-fundamentals-of-risk-
management-and-insurance-viewed-through-the-lens-of-emerging-technology-webinar.aspx
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http://www.ncsl.org/research/financial-services-and-commerce/the-fundamentals-of-risk-management-and-insurance-viewed-through-the-lens-of-emerging-technology-webinar.aspx


Emerging Legal Issues – Legislative/Regulatory

• BitLegal
http://www.bitlegal.io
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http://www.bitlegal.io/
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